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Draft Law on Data 
 

Introduction  
 

On 1 July 2024, the Ministry of Public Security ("MPS") issued the draft Law on Data ("Draft Law") for 

public consultation.  

 

The State acknowledges that there are currently 69 laws that regulate data and databases (including 

national databases and specialised databases) or which contain regulations related to data (e.g. Law 

on Electronic Transactions, Law on Cybersecurity, Law on Network Information Security and Law on 

Information Technology).  It is for this reason that the State saw the need to develop a consolidated 

law to regulate all types of data, including personal data.  

 

This Update provides a high-level summary of the key provisions provided in the Draft Law. 

 

Scope 
 

The Draft Law regulates the following matters: 

 

(a) the construction, development, processing, and management of data; 

 

(b) the application of science and technology in data processing; 

 

(c) the National Comprehensive Database;  

 

(d) the National Data Centre;  

 

(e) data products and services;  

 

(f) state management of data; and  

 

(g) responsibilities of agencies, organisations, and individuals related to data activities.  

 

Notably, the Draft Law is expected to have extraterritorial scope, regulating both offshore and onshore 

entities that are involved in data activities in Vietnam. 
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Data Classification 
 

The Draft Law introduces a detailed mechanism by which data is to be classified. It requires state 

agencies, political organisations, and socio-political organisations to establish a data classification 

system based on the requirements for managing, processing, and protecting data, as follows: 

 

(a) Data classified by the nature of data sharing: Shared data, private data or open data; 

 

(b) Data classified by subject of the data: Personal data or non-personal data; 

 

(c) Data classified by method of creation: Original data or aggregated data; and 

 

(d) Data classified by the importance of data content and the level of harm if altered, 

destroyed, leaked, forged, used, or shared illegally: Important data, core data, or other data. 

 

These classifications define the specific responsibilities associated with handling the data. For example, 

important data or core data may be subject to transfer restrictions under the Draft Law. 

 

Provision of Data to State Agencies 
 

Provision of Data 

 

The Draft Law requires organisations and individuals to declare and provide data to state agencies in 

special cases on request. These include cases where it is necessary to respond to a public emergency 

or where the lack of available data prevents the state agency from completing a specific task for the 

public interest as clearly defined by law and the state agency cannot obtain the data through other 

alternative measures.  

 

State Agencies' Responsibilities 

 

When requesting data from organisations and individuals, state agencies will be subject to specific 

responsibilities and obligations. For example: 

 

(a) The state agency must specify the data requested, explain the purpose and duration of use, 

specify the basis for the request, and set the timeline for the data to be provided. The Draft Law 

suggests that the recipient may contest the request, including withdrawing the request. 

 

(b) The Draft Law contains specific requirements concerning the form and content of the data 

requests. Requests must be clear, proportionate to the state agency's needs, and respect the 

legitimate purpose of the data holder. 
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(c) The state agency must implement technical measures and protect the legal rights and interests 

of the data subjects and the data providers. It also needs to destroy the data as soon it is no 

longer necessary for the use purpose. 

 

Cross-Border Transfers of Core Data and Important Data  
 

The Draft Law prescribes that data classified as core data or important data must be evaluated and 

approved by a competent authority before the data can be provided or transferred outside of Vietnam. 

The Prime Minister decides on the provision or transfer of national core data, while MPS will evaluate 

and decide on the provision or transfer of important data. 

 

Data transferors need to also pass data safety evaluation conducted by MPS and sign a contract with 

the foreign transferee in a form developed by MPS. Therefore, the Draft Law contemplates a statutory 

data transfer agreement that will apply. 

 

Risk Prevention Measures in Data Processing 
 

The Draft Law contains general requirements for risk prevention in data processing. This includes 

requirements on regular back-ups, proper encryption and authentication measures, access and 

restriction rules, security software (firewalls, antivirus, anti-malware, etc.), risk assessments, data 

incident response plans, and training. 

 

These measures appear to be more expansive and targeted compared to those set out in the Law on 

Network Information Security. However, as it stands, they are still couched in relatively general terms in 

the Draft Law, and it is possible that (once passed), further elaboration on the extent of these measures 

needed may be enacted. 

 

Data Products and Services 
 

The Draft Law introduces regulations for various data products and services, which are generally those 

products and services related to data processing for commercial purposes. 

 

Sectoral laws will continue to govern these products and services in their respective sectors (e.g. 

telecommunications).  

 

However, the Draft Law specifically regulates products and services in the field of data intermediaries, 

data analysis and synthesis, data exchange platforms, and electronic authentication of data not linked 

to an electronic identity. The Draft Law requires providers of these products/services to be Vietnamese 

enterprises and obtain certain licences from the Government.  
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Further Information  
 

Please feel free to reach out to our contact partners should you have queries on the above development. 
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Our Regional Contacts 

 
 

Rajah & Tann Sok & Heng Law Office 

T  +855 23 963 112 / 113    

F  +855 23 963 116 

kh.rajahtannasia.com 

   

Rajah & Tann Myanmar Company Limited 

T  +95 1 9345 343 / +95 1 9345 346 

F  +95 1 9345 348 

mm.rajahtannasia.com 

   

 
Rajah & Tann Singapore LLP 

Shanghai Representative Office 

T  +86 21 6120 8818    

F  +86 21 6120 8820 

cn.rajahtannasia.com 

 

 
Gatmaytan Yap Patacsil Gutierrez & Protacio (C&G Law)  

T  +632 8894 0377 to 79 / +632 8894 4931 to 32   

F  +632 8552 1977 to 78 

www.cagatlaw.com 

   

 
Assegaf Hamzah & Partners 

 

Jakarta Office 

T  +62 21 2555 7800    

F  +62 21 2555 7899 

 

Surabaya Office 

T  +62 31 5116 4550    

F  +62 31 5116 4560 

www.ahp.co.id 

    

Rajah & Tann Singapore LLP 

T  +65 6535 3600   

sg.rajahtannasia.com 

 

 

R&T Asia (Thailand) Limited 

T  +66 2 656 1991    

F  +66 2 656 0833 

th.rajahtannasia.com 

   

 

Rajah & Tann (Laos) Co., Ltd. 

T  +856 21 454 239    

F  +856 21 285 261 

la.rajahtannasia.com 

  
Rajah & Tann LCT Lawyers 

 

Ho Chi Minh City Office 

T  +84 28 3821 2382 / +84 28 3821 2673    

F  +84 28 3520 8206 

 

Hanoi Office 

T  +84 24 3267 6127    

F  +84 24 3267 6128 

www.rajahtannlct.com 

 

Christopher & Lee Ong 

T  +60 3 2273 1919    

F  +60 3 2273 8310 

www.christopherleeong.com 

   

Rajah & Tann Asia is a network of legal practices based in Asia. 

 

Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a 

member firm are governed by the terms of engagement between the member firm and the client. 

 

This update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally 

binding or otherwise. Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage 

which may result from accessing or relying on this update. 
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Our Regional Presence 
 

 
 
 

Rajah & Tann LCT Lawyers has a multi-faceted talent pool of lawyers with expertise in a range of practice areas who are able to provide end-to-end 
legal services for all transactions in Vietnam. Rajah & Tann LCT Lawyers is also able to handle cross-border transactions involving other jurisdictions, 
particularly those within the Indochina region. 
 
Rajah & Tann LCT Lawyers is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar, 
the Philippines, Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.    
 
The contents of this Update are owned by Rajah & Tann LCT Lawyers and subject to copyright protection under the laws of Vietnam and, through 
international treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly 
displayed, broadcast (including storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) 
without the prior written permission of Rajah & Tann LCT Lawyers. 
 
Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended 
to provide a general guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course 
of action as such information may not suit your specific business and operational requirements. It is to your advantage to seek legal advice for your 
specific situation. In this regard, you may call the lawyer you normally deal with in Rajah & Tann LCT Lawyers. 
 

 


